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THE EVOLVING THREAT LANDSCAPE

Swarming Attacks

Coordinated multi-drone swarms overwhelm point defenses. AI-driven 

swarms can self-organize, reassign targets, and adapt in real time to 

counter-measures.

FPV Kamikaze Drones

Low-cost first-person-view drones weaponized as one-way attack 

vehicles. Proven extensively in Ukraine conflict, highly maneuverable and 

difficult to intercept.

Commercial-Off-the-Shelf (COTS)

Adversaries exploit DJI Phantom/Mavic series and similar consumer 

UAVs for ISR and payload delivery, reducing cost barriers to asymmetric 

threats.

EW-Hardened Platforms

Next-gen threat drones incorporate frequency-hopping, GPS-independent 

navigation, and encrypted comms to defeat traditional jamming 

countermeasures.

High-Altitude Persistent UAVs

HALE platforms at 60,000+ feet conduct persistent surveillance beyond 

current kinetic C-UAS engagement envelopes.

Urban / GNSS-Denied Ops

Indoor or urban canyon flight using optical flow and SLAM navigation 

removes reliance on GPS, complicating detection and engagement 

geometry.



DETECTION TECHNOLOGIES
Multi-Layer Sensor Fusion for Situational Awareness

Radar Systems

Active phased-array AESA radar for micro-drone detection

3D volumetric tracking at 5km+ range

AI-driven clutter suppression and classification

Key systems: SRC GRYPHON, Leonardo Osprey 30

RF / Signal Intelligence

Passive RF sniffing of control link & telemetry

Direction-finding with <2° bearing accuracy

Drone ID protocol monitoring (Remote ID)

Key systems: D-Fend Enfocer, Dedrone RF-300

Electro-Optical / IR

Day/night optical identification of micro-UAVs

AI-enabled auto-tracking and classification

LWIR thermal for low-visibility scenarios

Key systems: Teledyne FLIR Vue TZ20, Iris Automation

Acoustic Sensors

Passive microphone arrays detect rotor signatures

Machine learning identifies drone vs. bird/aircraft

Effective in GNSS-denied and comms-denied environments

Key systems: Squarehead Orchestra, Shotspotter UAS



DEFEAT MECHANISMS
Kinetic, Non-Kinetic & Layered Engagement Solutions

NON-KINETIC

RF Jamming: Broadband & targeted disruption 

of C2 links

GPS Spoofing: Navigation denial forcing RTH 
or loiter

Cyber Takeover: Command injection via 

protocol exploitation

High-Power Microwave (HPM): CHAMP-style 

electronics defeat

Directed Energy (RF): Raytheon Coyote, 

Boeing PHASER

KINETIC

Net-Capture Systems: SkyWall, Liteye AUDS 

net guns

Counter-Drone UAVs: Interceptor drones with 
nets/kinetic

Missile: Thales Starstreak, Rheinmetall 

Skyranger 30

High-Energy Laser: Raytheon HEL-MD, Iron 

Beam (Israel)

Gun Systems: SHORAD, Rheinmetall 35mm 

Skyranger

LAYERED DEFENSE

C2 Integration: Single operator controls multi-

effector mix

AI Cueing: Fusion engine auto-assigns best 
defeat method

IFF Integration: Prevents blue-on-blue 

engagement errors

Collateral Damage Assessment: AI models 

engagement risk

Automation Level: Human-on-the-loop vs. 

autonomous modes



AI & AUTOMATION IN C-UAS

Machine Learning Classification

Deep learning CNNs classify drone types from radar returns, EO/IR imagery, 

and RF signatures with >95% accuracy in controlled trials. DARPA GARD 

program advancing adversarial-robust models.

Autonomous Engagement Authority

LAWS doctrine debate intensifying. NATO Framework for Human Control 

mandates human-on/in-the-loop. US DoD Directive 3000.09 under revision to 

address autonomous C-UAS edge cases.

Swarm vs. Swarm Counter-Operations

US DARPA Gremlins / OFFSET programs developing counter-swarm tactics. 

Autonomous interceptor drones (LOCUST) using mesh networking to 

coordinate multi-target simultaneous engagement.

Digital Twin & Simulation

High-fidelity synthetic environments (Ansys SCADE, Bohemia Interactive 

SYNTH) used to train C-UAS AI models and war-game defeat scenarios 

without live testing costs.

Edge Computing & Latency

NVIDIA Jetson / Qualcomm RB5 5G modules enable <50ms detection-to-

defeat latency at the edge, critical for fast-flying targets at sub-100m intercept 

geometry.

Federated Learning Networks

Distributed C-UAS nodes share threat intelligence without centralizing raw 

sensor data, improving model accuracy while preserving operational security.



REGULATORY & POLICY FRAMEWORK

2020
FAA Remote ID Rule (NPRM)

US FAA mandates broadcast Remote ID for all UAS, enabling ground-based tracking for C-UAS operators.

2021
NDAA Sec. 1602 – DoD C-UAS Strategy

US Congress directs unified C-UAS strategy; establishes Joint C-UAS Office (JCO) under USD(A&S).

2022
NATO C-UAS Policy Framework

NATO releases STANAG 4670 revision covering C-UAS interoperability requirements for alliance members.

2023
UK Drones Bill / European EASA U-Space

UK Protect Duty; EU U-Space regulation creates geofencing and dynamic restriction zones across member states.

2024
FCC 5.8 GHz Jamming Exception

Ongoing debate on authorizing federal law enforcement to jam UAS control links in protection of critical infrastructure.

2025
DoD Autonomy Directive 3000.09 Revision

Updated policy addresses lethal autonomous weapons thresholds; human control requirements for C-UAS kinetic defeat.



KEY SYSTEMS & MARKET LEADERS
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S E L E C T E D  K E Y  S Y S T E M S

Raytheon Coyote Block 2+ Kinetic/EW Hybrid

Loitering interceptor with EW and kinetic defeat modes

D-Fend Enfocer RF Cyber Takeover

Secure takeover of rogue UAS via protocol exploitation

Dedrone DroneTracker RF + AI Detection

Multi-sensor platform with cloud threat intelligence

Thales Watchkeeper C-UAS Integrated System

NATO-certified layered defeat with sensor fusion

LITEYE AUDS Soft/Hard Kill

UK-US co-developed; deployed in multiple conflicts

Rheinmetall Skyranger 30 Kinetic Gun System

35mm autocannon with AI targeting for swarms

SRC Gryphon Radar Active Phased Array

AESA radar for fixed-site and mobile C-UAS missions



LESSONS FROM UKRAINE & RECENT 

CONFLICTS

01 Cost Exchange Ratio Crisis

Intercepting a $500 Mavic with a $100K missile is 

unsustainable. Demand for low-cost defeat 

solutions (lasers, HPM, net-guns) has accelerated 

dramatically.

02 FPV Dominance

FPV drones account for >60% of drone casualties 

in the Ukraine conflict. Their maneuverability 

defeats traditional radar tracking and creates new 

intercept geometry challenges.

03 Jamming Limitations

Broadband jamming creates fratricide with friendly 

comms. Frequency-agile drones using LTE/5G as 

command links are largely immune to traditional RF 

jamming.

04 Decentralized C-UAS

Front-line units operating small organic C-UAS 

(handheld jammers, short-range interceptors) 

proved more effective than centralized defense 

grids in dynamic environments.

05 Night Operations Dominance

Both sides have used thermal-equipped drones for 

24/7 ISR. C-UAS systems lacking LWIR capability 

are effectively blind during 50%+ of operational 

hours.

06 Logistics Under Drone Threat

Resupply convoys, fuel points, and logistics nodes 

became primary drone targets. C-UAS must extend 

from fixed facilities to the full logistics depth of 

operations.



FUTURE OUTLOOK & EMERGING 

TRENDS

High-Energy Laser (HEL) Maturation 2025–2027

HEL systems transitioning from test to operational deployment. US Army IFPC-HEL, Israeli Iron Beam, UK DragonFire approaching fielding. Offers 

magazine-depth and low cost-per-shot.

5G/6G-Enabled Mesh C-UAS 2026–2030

Network-sliced 5G private networks enabling real-time multi-sensor C2, sub-10ms latency command, and dynamic re-tasking of distributed sensor-

shooter pairs across large operational areas.

Quantum Radar 2028–2035

Entangled-photon radar immune to spoofing and deception. Lockheed, Raytheon and Chinese PLA research programs may deliver stealth-defeating 

capability relevant to low-observable UAS.

AI-Driven Predictive CONOPS 2025–2028

Behavioral AI models predicting likely UAS mission profiles, ingress routes, and targets from pattern-of-life data, enabling pre-emptive positioning of C-

UAS assets rather than reactive response.



KEY TAKEAWAYS

1 Threat sophistication is outpacing current C-UAS doctrine — AI-hardened, swarm-capable UAS demand multi-layer responses 

beyond point-defense jamming.

2 AI and machine learning are becoming the differentiating factor — from sensor fusion to autonomous engagement authority, 

algorithmic performance is decisive.

3 Cost exchange ratio is unsustainable — directed energy (laser/HPM) is the only scalable answer to mass drone attacks; laser 

programs must accelerate.

4 Decentralized, organic C-UAS at all echelons — lessons from Ukraine confirm that brigade-level and below require 

autonomous C-UAS capability.

5 Regulatory and legal frameworks are lagging — autonomy thresholds, jamming authority, and cross-border UAS law require 

urgent multilateral resolution.


