India’'s Intemational Borders and Coasts
Every State has an international border or coast excep! five
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Typical intrusion detection scenario for mountainous borders
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t coverage

anslate into immediate operational actions

at illicit crossings measurably harder

echnical choice should trace
) one of these objectives




WIDS, UGS, Optical Fiber
RADAR,LIDAR
UAVs

Fixed Wing, Multi rotor, Hybrid
Al/ML pipelines for Analytics

Communication Infrastructure

Sensor networks, LORA

Command and Control Systems
Track while Scan

Rapid response
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You Only Look Once - a fast and efficient real-time object
detection system used in computer vision using neural networks

Open CV

Free, Open-Source software library with over 2,500 algorithms for
computer vision and machine learning tasks



Aerial detection
Fused with Optical Sensors

MAD

Detects small changes in earths magnetic
field

Point cloud data comparison




low-power, discreet and can trigger
targeted camera pan/tilt movements

Fiber optic cables or UAV dispatch

Magnetic sensors
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inspection

Investigating sensor alerts or for scheduled
patrols

Indispensable rapid-response layer

shutterstock.com - 2202021175



Computer vision models can detect human
shapes, vehicles, and unusual behavior

Anomaly detection algorithms flag outliers in
multi-sensor time series
Al filters benign activity escalating truly

suspicious events
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Measure's Machine Learning Virtual sensing
historical data ML model




|ldeal for macro-level monitoring
Less temporal resolution than UAVs __

Supplement ground assets
Area-wide pattern analysis




edge compute enable local preprocessing

critical events are sent to central servers
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Real-time situational overview
Aggregates fused sensor inputs
Presents a single operational picture

Orchestrates responses

Clear symbology, persistent tracking, and rapid
evidence retrieval---rapid decision




Combining fiber optic strain sensors, vibration
detectors, and cameras with location tagging
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operator notifications, or automatic UAV
dispatch

Human-in-the-loop validation to prevent
wrongful responses
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End-to-end encryption, tamper detection, and
hardened hardware

protect the telemetry and command channels
from interference, interception & Jamming
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reduced crossings

Intercepting smugglers

improved first-responder safety
Tailoring sensor mixes

local geography e

threat types
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weather

False positives from animals
Secure communication

Power management , w B

Res ponse time N T
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Edge Al processing
Al models on Sensors
Quantum Sensing

quantum mechanics principles like
superposition and entanglement

Quantum coms
Post-Quantum Cryptography (PQC)
Quantum Key Distribution (QKD)

Edge computing




More coverage

smart surveillance increases detection
rates

Resource efficiency
Stronger deterrence

Fewer successful incursions—without
proportionally increasing manpower costs



Secure communications
Al analytics
Operator workflows

Detection Engineering



Jai Hind

| am open to Questions now




Detection Lifecycle

Security Architecture
* Lesson Learned / Preparation

Automation Team ' gsm'a”s highestpriority  Threat Intelligence

» Track & prioritize threats
* Data enrichment

» Automation playbooks
+ Team collaboration
workflows

Incident Response
* Alert Triaging © | Detection |
* After-Action Reporting Engineering

» Table-Top Exercises

* |dentify & track vulnerabilities
+ Data enrichment

Red Team /
Penetration Testing

- | . . » Test security tooling
Secunty Engmeermg * Validate remediation

* Tune Security Tools to Detect/Protect
* Produce input for Detections

Security Operations

* Threat Hunting
* Alert Triaging

The Detection Lifecycle



