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swam C\/Der security challenges in near
future

* Al, Machine and Deep learning

* Cloud Technologies

* Endpoint Hardware Authentication
* Block chain

* Preventing Data Loss

* User Behaviour Analytics
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« Social Media Engineering
* Video morphing

* Open Ledgers

« AR-VR-MR

« Brain-machine interface

* ldentification,
authentication and
tracking

* Quantum Computing
« Adaptive Network

« Convergence of Robotics,
Al, ML, NLP & NN

Security Challenges

Non-IP networks

Real-time Analytics &
Predictive Analytics

Adaptive trust protocols.

Autonomous systems

Internet of Bio- Nano -
mechanical things

IPv6 interception
Non-IP networks
Extra Sensory Organs
Forensic of Things
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Social Media Engineering
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ASm e What Is a Nation?
By French Theorist Ernest Renan (1823-1892)

« Anation is a large-scale solidarity,
constituted by the feeling of the sacrifices
that one has made in the past and of those
that one is prepared to make in the future.

* The primary objective of a war iIs to impose
will of own nation over other
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What if, tamper with the will of nation
Instead of winning over the will

* Destroy collective memory of a society,
because each individual mind is controlled
and manoeuvred separately

* Fragmentation and reconsolidation of
soclety

* Playing with psychology of whole country to
undertake regime change
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Road CA's lntest press reloases

Cambridge
Analytica

Data drives all we do.

Cambridge Analytica uses data to change audience behavior, Visit our

)l Or divisions to see how we can help you




Marriage for Power

Renaissance

Cambridge Analytica

SCL
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Emerdata — rebirth of CA

Emerdata Limited

Funder

~Funder—

SCL Group
Cambridge

Rebekah Anne
Mercer

Jennifer
Mercer

Analytica
companies
Main Address: Pidf Litdejohn 1

Chalrman—

Julian David
Wheatland

Wastferry Ciccus
Canary Whart, L

Engfand, E14 4

Dr. Alexander
Bruce Tayler

CEO
{Suspended)

Alexander James
Ashburner Nix

Ahmad Al
Khatib

* ¢
Oirector ._:"_. -
Mar 16, 2010 .

Director
Mar 16, 2018~

Dorian Barak

KuangChi
Sclence

Cheng Johnson Chun

Peng

Erik
Prince

Shun Ko

|

Director
lam 23, 2019

Emerdata
Limited

Company & 10911848
Inc: Awg 11, 2017

Citic

(Data processing, hosting and related activities )
Address: Paf Littejohn 1 Westferry Crous

Canary Wharf, London
England, £14 4HD

Jam, 23, 2018

Shates issued

GOP 1,912,512
Unknown Owner

Firecrest
Technologies
Limited
Company # 11238956
Inc: Mar 7, 2018

(Business and damestic software developmant)
Address: 1 Pif Uttlejohn, Westferry Circus,

London, United Kingdom, E14 4HD

Frontier
Services
Group

Y
in majority ow
Citic Group

(China state
owned)

ner

Betsy DaVos

Dana Rohrabacher
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Technigues

* BIGS personality profiling/ OCEAN
— Openness,
— Conscientiousness,
— Extraversion,
— Agreeableness,
— Neuroticism
 Trait Prediction Engine
« BDA+ Al + NLP+ ML
« Real human journalists, political workers and bots
« Dynamic content in Darkweb

* Google Bombing
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Cambridge Analytica worked on campaigns in
several key states for a Republican political
action committee. Its key objective, according to
a memo the Observer has seen, was “voter
disengagement” and “to persuade Democrat
voters to stay at home”: a profoundly disquieting
tactic. It has previously been claimed that
suppression tactics were used in the campaign,
but this document provides the first actual
evidence.
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NOTA and US President

How America participated in the election

Data from U.S. Election Project, Dave Wasserman, Census Bureau.

Voted other
2.2%

Voted Clinton

Libske Ineligible to vote

28.6%

Voted Trump
19.5%

Didn’t vote
29.9%
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Art1ﬁc1a1 Intelligence, GIS, big data
helped in successful Bharat Bandh on
Aprll 2 US based Dalit activists

e past few years, the group ha ed Al to harvest available data and those from platforms

] ] ] ’ e " — 2 4 sy
Facebook to itdentify and target the groups to foment unrest against 1in nol

f G+
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By PTI

WASHINGTON: The Bharat Bandh on April 2 called by Dalit groups was a
result of the successful use of artificial intelligence (AI), the geographic
information system (GIS) and big data, according to a core group of US-

based Dalit activists.

The protest, which surprised many because of its sudden eruption, was

organised against the alleged dilution of the SC/ST (Prevention of Atrocities)
Act.

New Jersey-based Deelip Mhaske, who heads a secretive network of some
100 overseas Dalit activists based in the US, the UK, Australia and the Middle
East said the protest shows that Dalits no longer need to be affiliated to any

political establishment.

"A new era for Dalit politics has begun by adopting artificial intelligence, the
GIS and social media," Mhaske told PTI in an interview as he gave an insight

into how Dalit groups were mobilised during the protest.
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Why Geo-intelligence is critical?

Jonathan Albright | Follow

@

Y

Cambridge Analytica: the Geotargeting

and Emotional Data Mining Scripts

Last year, Michael Phillips, a data science intern at Cambridge Analytica,

posted the following scripts to a set of “work samples” on his personal GitHub

account.
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Open Ledgers



Technology
Copyright
Consensus
Openness
Applications

Efficiency (tps)

Blockchain

Pl i and ':;g

Mt

Block chain

Open source

Proof of Work: SHA256-Hash
Public ledger

Bitcoin

3-4

Directed acyclic graph

Open source

Proof of Work: check of Tangle tip
Public ledger

lota

500-800

ulin
OO0 O0g

Directed acyclic graph

Patented
Virtual voting
Private ledger
Swirlds

> 250,000
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Video Morphing

* Audio Morphing
* Video Morphing
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Mixed Reality
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Forensic of Things ???
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Thank You



