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Cyber security challenges in near 

future 

• AI, Machine and Deep learning 

• Cloud Technologies 

• Endpoint Hardware Authentication 

• Block chain 

• Preventing Data Loss 

• User Behaviour Analytics 



Think Differently 



Security Challenges  

• Social Media Engineering 

• Video morphing 

• Open Ledgers 

• AR- VR-MR 

• Brain-machine interface 

• Identification, 
authentication and 
tracking 

• Quantum Computing 

• Adaptive Network 

• Convergence of Robotics, 
AI, ML, NLP & NN 

 

 

• Non-IP networks 

• Real-time Analytics & 
Predictive Analytics 

• Adaptive trust protocols. 

• Autonomous systems 

• Internet of Bio- Nano - 
mechanical things 

• IPv6  interception 

• Non-IP networks 

• Extra Sensory Organs 

• Forensic of Things  
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Social Media Engineering 



What is a Nation? 
By French Theorist Ernest Renan (1823-1892) 

• A nation is a large-scale solidarity, 

constituted by the feeling of the sacrifices 

that one has made in the past and of those 

that one is prepared to make in the future. 

• The primary objective of a war is to impose 

will of own nation over other 



What if, tamper with the will of nation   

instead of winning over the will 

• Destroy collective memory of a society, 

because each individual mind is controlled 

and manoeuvred separately 

• Fragmentation and reconsolidation of 

society  

• Playing with psychology of whole country to 

undertake regime change  



Social Media Engineering 



Marriage for Power 



Emerdata – rebirth of CA 



• BIG5 personality profiling / OCEAN 
– Openness,  

– Conscientiousness,  

– Extraversion,  

– Agreeableness,  

– Neuroticism 

• Trait Prediction Engine 

• BDA+ AI + NLP+ ML 

• Real human journalists, political workers and bots 

• Dynamic content in Darkweb 

• Google Bombing 

Techniques 



NOTA BUTTON 

Cambridge Analytica worked on campaigns in 
several key states for a Republican political 
action committee. Its key objective, according to 
a memo the Observer has seen, was “voter 
disengagement” and “to persuade Democrat 
voters to stay at home”: a profoundly disquieting 
tactic. It has previously been claimed that 
suppression tactics were used in the campaign, 
but this document provides the first actual 
evidence. 

 



NOTA and US President 



Role of NOTA  

in Karnataka Elections   



Manipulating Mind-space 



Manipulating Mind-space 



Why Geo-intelligence is critical?  



Open Ledgers 



Blockchain Vs Tangle Vs Hashgraph 

Source: http://fintechnews.sg/16989/blockchain/10-years-blockchain-the-race-is-on-blockchain-vs-tangle-vs-hashgraph/ 



Video Morphing 

• Audio Morphing 

• Video Morphing  



Mixed Reality 



Forensic of Things ??? 



Thank You 


