TECHNICAL FOUNDATIONS: THE FIVE PILLARS

Why these pillars are non-negotiable for Space superiority in the near future
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1. HYBRID ENCRYPTION 2. ANTI-JAM & LPI/LPD 3. MULTI-ORBIT RESILIENCE
PQC (Kyber-1024 + Dilithium) as primary layer RF Layer: FHSS (>1000 hops/s) + CRPA smart GEO for persistent wide-area coverage + LEO
— lattice-based cryptography that resists Shor's antennas that electronically null jammers in real proliferated constellations (100-125 military
algorithm and is software-updatable on time. satellites) for low latency and statistical
satellites. resilience (hard to blind all).
Optical Layer: Narrow-beam FSO (<0.5 mrad
QKD (especially MDI-QKD) for highest-value divergence) with 10-100 Gbps and adaptive Al-driven multi-path routing with <100 ms
traffic — provides information-theoretic security. optics to counter atmospheric turbulence. failover and edge autonomy on satellites
eliminates ground-loop latency in combat.
Why Hybrid? PQC is fast and practical; QKD is Hybrid approach ensures all-weather resilience
theoretically unbreakable but hardware-heavy. + near-zero probability of intercept. Launch on Demand
Best practice is PQC for bulk + QKD for key
. distribution. ) J
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4. KEY SOVEREIGNTY 5. SPACE DOMAIN AWARENESS (SDA)
On-board Hardware Security Modules (HSM) + The ability to detect, track, and characterise threats to
Quantum Random Number Generators (QRNG) for our own satellites (down to 5 cm objects).
true random, tamper-proof sovereign keys.
Includes bodyguard satellites, LiDAR threat detection,
Zero-trust architecture + national “split” key escrow and ground-based radar.
ensures zero foreign dependency or backdoors.
Without SDA, we cannot deter or respond to attacks
on our space assets. “Denial of Deniability.”
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These five pillars must work as an integrated system. Weakness in any one creates a critical vulnerability.




CYBER RESILIENCE: THE SIXTH PILLAR OF SECURE SATCOM

Protecting satellites, ground segments, and supply chains against sophisticated cyber threats in 2026+

ZERO-TRUST SATELLITE
ARCHITECTURE

Hardware Root of Trust + Secure Boot with
post-quantum signatures (Dilithium).

Runtime attestation and continuous integrity
verification.

Air-gapped command channels with multi-
factor authentication.

Al-driven anomaly detection running on-
board the satellite.
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SUPPLY CHAIN & GROUND SEGMENT
SECURITY

Trusted foundry requirements + hardware
provenance tracking (no unverified
components).

Secure Development Lifecycle (SDL) with
formal verification of critical firmware.

Ground stations with air-gapped segments
+ quantum-resistant VPNs.

Lessons from Viasat KA-SAT and other
documented attacks (2019-2025).
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SECURE LIFECYCLE MANAGEMENT

Over-the-Air (OTA) updates signed
exclusively with post-quantum algorithms.

Cryptographic key rotation, revocation, and
secure key escrow mechanisms.

Al-based predictive threat hunting across
the entire constellation.

National Cyber Command integration for
space asset protection.

Cyber resilience is not optional — it is the foundation that protects all other pillars from being bypassed through software and supply

chain attacks.




GLOBAL LANDSCAPE: OPPORTUNITIES & VULNERABILITIES

PTS-G PROGRAM

Proliferated small GEO with advanced anti-

jam (FHSS + digital beamforming + nulling).

First launch 2028, I0C 2028-2030.
Enhanced prototype already active (Feb
2026).

PQC + CYBER INTEGRATION

NSA mandate: Full NIST PQC deployment
by 2030.

Lockheed Martin March 2026 contract for
PQC on satellites.

Starshield LEO layer with zero-trust and
secure boot from day one.

OPTICAL + COMMERCIAL SPEED

FSO demos >10 Gbps with <0.5 mrad
beams.

Hybrid RF-optical terminals + Al/ML for
dynamic spectrum/threat response.

Commercial acceleration via Starshield
model.

CHINA: SCALE WITH
VULNERABILITIES

Significant QKD progress (Micius,
Jinan-1 12,900 km link).

However, May 2025 study revealed
serious implementation flaw (laser timing
mismatch = 98.7% signal detection).

Lesson: Hardware vulnerabilities can

undermine even advanced QKD systems.

EUROPE: BALANCED SOVEREIGN
MODEL

GOVSATCOM operational (Feb 2026) —
sovereign encrypted military SATCOM.

IRIS? multi-orbit (2029-2030) + Eagle-1
QKD satellite.

Strong PQC + hybrid QKD + cyber
resilience approach.

KEY GLOBAL INSIGHT

China leads in operational QKD scale but
carries hardware risk.

US/EU prioritize scalable PQC + optical +
zero-trust cyber layers.

India's opportunity: Combine sovereign
control with best-in-class hybrid + cyber
architecture.

Superiority = Close QKD hardware loopholes + adopt PQC as primary + build optical LPI/LPD + proliferated multi-orbit + full SDA +

zero-trust cyber resilience.




INDIA'S POSITION: STRENGTHS, GAPS & EXECUTION IMPERATIVE

Credible sovereign foundation exists — the challenge is accelerating execution to match 2026 peer standards
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STRENGTHS CRITICAL GAPS vs 2026 PEER STANDARD
» GSAT-7 series provides credible sovereign military » Heavy GEO dependence — vulnerable to ASAT and
communications with full indigenous control. concentrated jamming.
« Strong private sector momentum in EO and SDA. * No operational laser/FSO terminals or QKD/PQC deployed.
» Clear national programmes with defined timelines and » Encryption remains classical (AES + FHSS only).
institutional ownership (ISRO, DRDO, IN-SPACe, DSA).

* Limited sovereign SDA, QRNG, and zero-trust cyber

architecture.

THE EXECUTION IMPERATIVE
India has the institutional capability (ISRO, DRDO, IN-SPACe, DSA) and policy framework to lead.

Focused acceleration on laser terminals, LEO proliferation, PQC mandate from 2027, SDA integration, and zero-trust cyber
architecture will deliver information superiority — not parity — in contested environments.

The technology is mature; the only variable is speed and integration discipline.

Risk: Relative decline versus China (quantum scale + cyber operations) and US (resilient multi-orbit + PQC + zero-trust) by
2030 without accelerated, integrated execution.




CONCLUSION: THE PATH TO INFORMATION SUPERIORITY

Secure satellite communications superiority rests on six integrated pillars

Hybrid Encryption (PQC-primary + QKD)
Optical/Laser LPI/LPD Layer

Proliferated Multi-Orbit + Al Autonomy

Sovereign Key Infrastructure (QRNG/HSM)

Space Domain Awareness (SDA)

Cyber Resilience (Zero-Trust + Supply Chain Security)
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India has the foundation, institutions, and policy framework to lead. The technology is mature. The roadmap is clear.

The only variables are speed of execution and the discipline to integrate industry and government capabilities at the pace
the threat environment demands.

We must act NOW), this is the decisive window. Focused execution will deliver

in contested environments.

"Secure the High Ground — Secure the Future.”

Primary References: USSF PTS-G 2025 IDIQ & 2026 updates; NIST/NSA PQC 2024-2026; IEEE Photonics 2025; ESA IRIS?/Eagle-1; arXiv 2025 Micius analysis; GeoBuiz Report 2026; Indian Space
Policy 2023; IN-SPACe framework; NSA 2026 Cyber Strategy for Space Systems; ESA Secure-by-Design Principles 2025.
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